National Bank PLC

Data Privacy and Cookies Policy

National Bank PLC (NBPLC) is committed to safeguarding your privacy and ensuring the security of
your banking information. The protection of your personal data, financial information, and digital
banking details remains a key organizational priority. This Policy outlines the technical,
administrative, and organizational controls in place to secure our information systems, customer
accounts, and digital banking services, ensuring that customer information are maintained with the
highest levels of care, security, integrity, and confidentiality.

The Bank has established a comprehensive and structured information security framework, aligned
with the regulatory requirements of relevant financial supervisory authorities and globally
recognized standards, including ISO/IEC 27001 and PCI-DSS. Strong security controls are enforced to
safeguard the confidentiality, integrity, and availability of customer information and digital banking
services.

To enhance the security of customer accounts and financial transactions, One-Time Password (OTP)
authentication is implemented where applicable. In addition, our secure mobile and online banking
infrastructure incorporates device integrity validation and robust access control mechanisms to
prevent unauthorized access and ensure system integrity.

The Bank ensures the protection of all sensitive customer information through the use of advanced
encryption mechanisms for data in transit and at rest. Access to personal and financial records is
strictly controlled on a need-to-know basis and is granted only to authorized personnel and trusted
service providers operating under enforceable confidentiality and data protection commitments. In
addition, the Bank performs regular security assessments, compliance reviews, and vulnerability
evaluations to ensure sustained compliance with applicable regulatory and supervisory
requirements.

Digital and Cookies Security Controls

In alignment with applicable regulatory and security standards, cookies are deployed when users
access the Bank’s website and Digital Banking platforms. These cookies are utilized strictly to support
essential online banking operations, including:

» Maintaining secure login sessions

Verifying user identity to protect account access
Facilitating quick and error-free financial transactions
Monitoring and preventing potential security threats
Supporting essential website functionality
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Temporarily remember user preferences (such as language and session settings)

These cookies are designed solely to ensure a safe, reliable, and seamless banking experience for our
customers, and are not used for advertising or unnecessary tracking.




In addition, cookies are essential to reinforcing the Bank’s security posture and risk management
capabilities. They assist in detecting anomalous login attempts, identifying trusted devices,
supporting fraud prevention mechanisms, and mitigating cyber threats, including cross-site request
forgery (CSRF).

The Bank is committed to managing cookies in accordance with rigorous security standards, effective
governance frameworks, and full compliance with applicable regulatory and information security
requirements, thereby delivering a trusted and seamless digital banking environment.

With the implementation of comprehensive security controls and adherence to information security
best practices, National Bank PLC is committed to maintaining a secure, resilient, and trusted digital
banking ecosystem. The Bank continuously strengthens its security posture to protect customer
information, ensure data integrity, and uphold strict standards of confidentiality, regulatory
compliance, and operational reliability for all customers.




